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MOBILISE FEATURE
News in brief
Help for businesses
IMMOBILISE is not just for individuals. We’re here to support
small and medium enterprises
too.
You should register tools, fixtures and fittings, computers,
phones, electronic or electrical
components, retail stock – in
fact, any item that your business
owns. each item must be uniquely identifiable.
Most electronic devices will
have an inherent serial number,
but for those that don’t, you can
utilise any asset marking methods you prefer

Stay up to date
BEING always up to date
enables functionality that an
Immobilise account cannot
deliver.
Every AssetWatch record
tells them that you still own
that item, whether it be the
subject of a lease, rental agreement, provided to an employee or merely sitting in unsold
stock.
In all these cases, you would
not want to see the item ‘out
in the wild’, cited in an insurance claim or in possession of
someone in police custody.

Mark your tools
ALL theft is distressing for the
victim and often costly but perhaps none more so than tool
theft from tradespeople.
You’ve amassed the right tools
for every job over several years
then one day, they’re all gone in
an instant, stolen from a site,
your van, or your workshop.
Aside from the cost of replacement, some may be irreplaceable.
Tools you’ve had since being
an apprentice or gifted to you by
a respected mentor can be as
treasured as family heirlooms.
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Mark your valuables to make...
ONE crime that affects people badly is
burglary because what they lose can
often be extremely sentimental and, no
matter how much they are paid to
replace the items, in reality they are irreplaceable.
A special ring handed down from generation to generation; a piece of jewellery that reminds you of a loved one; a
collection of pocket watches that have
had historical family links.
These are examples of what you can
lose if burglars strike. And there is no
way you can buy the same piece again.
These are heirlooms, one-off pieces,
unique, even priceless.
However anyone who respects what
they own can make sure that even
though it gets stolen there is a big
chance it can be recovered by the
police.
All you have to do is contact
Immobilise.com…and its completely
FREE. Yes FREE, not something you hear
too often in this day and age and in this
make-a-quick-buck society.
But the key to this is that if police
arrest someone carrying several mobile
phones or search premises for stolen
good, these goods can be trace straight
back to the owners because they are
listed on the Immobilise register.
Immobilise is the world's largest free
register of possession ownership details
and together with its sister sites the
Police National Mobile Property Register
(NMPR), and its sister site CheckMend
which is used extensively by the police
and insurance companies to track stolen
items.
Immobilise can be used the public and
businesses to register their valued possessions or company assets, and exclusive to Immobilise all account holders
registered items and ownership details
are viewable on the Police national
property database the NMPR.

This online checking service is used
thousands of times each day by UK
Police forces to trace owners of lost and
stolen property.
As a direct result of Immobilise there
are hundreds of cases a week where
property is returned or information collected that assists the Police in investigating criminal activity involving stolen
goods.
Immobilise is also the only ownership
registration service supported by all UK
Police forces, the Greater London
Authority, and the Mobile Phone
Industry.
The Immobilise system was setup in
2003 and has had the support of the
Police, mobile phone industry and central government since it's inception.
With their support and that of numerous other organisations the Immobilise
service has grown to hold details of over
34 million items of property.
Although Immobilise has been operation for over 17 years, the free nature of
the service means advertising budgets
are all but non-existent.
Turn to page 3
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MOBILISE FEATURE
...life much harder for all the criminals gangs

A LESSON IN
PROTECTING
HEIRLOOMS

Continued from page 2
However the ongoing support of Police
and councils who hold marking/registration events, plus the efforts of retailers
which offer free registration as a benefit
at the point of sale, have helped make
immobilise the largest service of its kind
in the world.
For the Police, the free Immobilise
property registration service is a very
powerful tool in the fight against crime.
The NMPR allows officers to search
the serial numbers of recovered goods
or suspected stolen property and then
take action accordingly.
An example:
A Police patrol indentifies an individual
acting suspiciously near a car park often
targeted by thieves. They perform a
stop and search on the individual and
find the suspect to be carrying several
mobile phones and MP3 players. They
radio through the serial numbers of the
devices to their control-room that
search the numbers on the NMPR.
The results come back instantly; two
of the phones were reported as stolen
via Immobilise only a few hours earlier.
The suspect is arrested and taken to
the station for interview. The possession of the stolen phones gives reason-
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able grounds for the Police to search
the suspect's home where they find
numerous items, again are checked on
the NMPR.
The searches reveal several more
items that are associated with crimes,
one of which was involved a serious
assault providing the team investigating
the assault with a fresh lead to pursue.
The above example is purely fictitious, but is typical of the way in which
registering property on Immobilise can
quickly lead to results for the Police,
thus helping to reduce the attractiveness of property crime.
To learn more about the NMPR please
go to: www.thenmpr.com
CheckMEND (http://www.checkmend.com/) is the world's largest database of over 150 billion records of
property providing relevant information
to purchasers of used goods. The information that CheckMEND searches
against is updated in real-time every few
minutes by law enforcement, insurers,
industry bodies and the public in over
40 countries.
It is the de facto due-diligence system
used by the UK's phone recycling industry to help protect them from accepting
or handling stolen goods, and helps

achieve compliance with the Recycler
Code of Practice.
CheckMEND, as recommended by
eBay is also used by consumers globally
who wish to check that goods like satnavs, mobile phones, iPads and computers, etc. are not stolen, counterfeit or
blocked.
CheckMEND can also help in the sale
of an item as each check comes with an
official report that can be provided to
any potential buyer as proof that the
item is legitimate and in many cases,
achieve a superior price for the item.
How is Immobilise funded?
Immobilise is provided to users free of
charge. The property registration service is operated by Recipero, who also
operate several other services including
Police systems such as the NMPR and
the loss reporting system
ReportMyLoss.
Immobilise receives no central funding, it is primarily supported by revenue
derived from sales of marking products
that are available via the site and several
retail outlets.
Keep your valuables safe, contact
immobilise.com

communitywatchpublishing@gmail.com
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FAKES SHOCKER
E-commerce fraud up 46% but Government turns a blind eye

PROTECT THE
PUBLIC FROM
THE FAKERS

OVER the past ten years e-commerce
fraud has risen by a staggering 49.6% yet
the Government are still failing to do
enough to protect the public.
With the current pandemic increasing
the risk of UK consumers being targeted by fraudsters selling fake products,
especially items which could endanger
lives, The ACG (Anti-Counterfeiting
Group) is lobbying the Government to
ensure the UK public is protected to
the same standard as the US and EU.
The Online Harms White paper,
delivered to Parliament in December
does nothing to recognise the growing
threat of dangerous counterfeit goods.
The Government has constantly
refused to accept the argument that
counterfeiting is now a health and safety
threat, despite the appearance of fake
anti-COVID vaccines, remedies and
medical equipment.
As the Government continues to roll
out their vaccination programme more
and more Covid-19 listings are appearing with a recent study revealing almost
650 listings in one day for counterfeit
vaccines on 12 separate dark web sites.
The City of London's Police IP Crime
Unit (PIPCU), have recently charged a
fraudster, claiming to work for the
NHS, who injected a 92-year-old
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woman with fake COVID-19 serum.
With consumers currently being
forced to buy more online fraudsters
are using increasingly innovative techniques to trick buyers into parting with
their money such as, paid influencers,
bogus reviews, convincing packaging,
sponsored and sham social media
reports, that disappear after 24 hours.
Moreover, the use of encrypted
instant messaging tools and trusted payment methods like Paypal gives direct
access to consumers. In one month
alone, Google blocked and removed 2.7
billion ads, that is 5,000 bad ads per
minute.
Phil Lewis, from the ACG, said: “The
development of an online harms regime
is the perfect opportunity to put meas-

ures in place to protect members of the
public from counterfeiters and the dangerous goods they sell, that can put consumers out of pocket but also damage
their health.
“We are being left behind when it
comes to legislation. The US and EU are
forging ahead with important steps to
protect consumers and businesses from
the growing dangers of counterfeiting
and illicit trade.
“While the European Commission's
draft Digital Services Act sets it sights
on giving e-commerce platforms greater
responsibility to proactively screen and
prevent the sale of counterfeit goods
from appearing on their sites, the US
INFORM Act also aims to build greater
transparency by improving processes to
check the validity of third-party sellers.”
The UK is the 5th largest consumer
market globally and is hugely attractive
to counterfeiters.
Now more than ever it is time for
the UK to follow the US and EU lead
and ensure that consumers and business
are protected online from the selling of
dangerous fakes in the same way that
they protected from physical markets
and retail sellers. The Digital Harms Bill
is an easy way of helping to do this.
Covid conmen alert - page 16
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TRADING STANDARDS ADVICE

Watch out for...
BUYING a used car can be both exciting and daunting
and you need to make sure you get it right but with used
cars topping the consumer complaints charts year on
year, how do you make the right choice?
Firstly, do your homework, whether buying face to
face or online, only buy from a reputable trustworthy
dealer that will treat you honestly and fairly. Check for
trade association membership or trading standards
approval.
Members of our Buy With Confidence scheme, run
and approved by Trading Standards, will go above and
beyond to make sure you get the best customer experience.
The law gives you rights and you are entitled to expect
that the vehicle is of satisfactory quality, fit for purpose
and as described. All vehicles regardless of age should
still be roadworthy and in a condition that broadly
reflects its age and price.
Turn to page 7

BUYING A USED CAR SAFELY
Follow our advice – and don’t get ripped off
! Always do your homework first and always
use a reputable trader. .

! Inspect the vehicle before buying, use an
expert if necessary.

! Always check the vehicles history, has it been
written off by a previous owner? Consider
paying for a private history check
! Check all documents including MOT and
service history
! Test drive the vehicle where possible
! If buying online, check other sites to compare
price and description of vehicle
Never:
! Buy a vehicle without seeing it first.
! Pay/Transfer any money before you have
done all your checks.
! Get pressurised into buying a vehicle
! Buy a car without the logbook (the V5C
registration certificate)

www.buywithconfidence.gov.uk
Follow us on Facebook and
Twitter for useful leaflets to
share with your friends and
family. Don’t take chances,
Follow our advice and stay
safe.
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TRADING STANDARDS ADVICE

...Del Boy when buying a new car
From page 6
The law also gives you remedies and if
the vehicle you buy does not meet all
the above then the seller is legally
obliged to sort out any issues. If they do
not, then you can take them to court
for breach of contract.
Depending on several factors (for
example, the time at which a fault
becomes apparent) the remedies available to you include a repair, replacement, or a full or partial refund.
You may also be entitled to damages
for additional losses incurred due to the
breach of contract.
Traders must not mislead you, by
using phrases such as 'sold as seen' or
'no refunds', or by failing to disclose
that the vehicle was previously damaged
in an accident. High pressure selling is
also prohibited.
The internet has made buying more
accessible but has also made it easier
for fraudulent sellers to operate.
Criminal gangs can post fraudulent
adverts for hoax vehicles being sold
cheaply with a false phone number and
demand to transfer money, often
abroad.
A Google image search to check if
photos have been copied from other
websites could help save you from
being defrauded by buying a non-existent vehicle.
If you buy a vehicle online or by
phone, you have extra rights under the
Consumer Contracts (Information,
Cancellation and Additional Charges)
Regulations 2013.
You have the right to cancel most
'distance' contracts and you have a 14day period in which to do so.
You do not have the same legal
rights if you buy a vehicle from a private
seller rather than a trader, however,
they must still accurately describe the
car and be truthful regarding its past
history.

Always compare cars on competitor
sites, or sites like Auto Trader, if the
vehicle is being offered at a much
cheaper price, it could be a scam.
If buying from a dealer or vehicle
supermarket, check that the advertised
price is the total price and that you will
not be charged extra 'admin fees' or
other additional costs.
Do not pay any money for a vehicle

you have not seen or inspected.
Further useful information on buying a
used car can be found at
https://www.citizensadvice.org.uk/consumer/
To find a local BWC member, just
visit www.buywithconfidence.gov.uk
if you don’t have internet access, then
arrange for a friend or family member
to help.

0808 223 1133

T: 01268 566 743 M: 07958 475 392

communitywatchpublishing@gmail.com

7

8

INVESTMENT FRAUD
Action Fraud gets tough on investment criminal gangs
Protect yourself

BE ALERT iF
YOU PLAN
TO iNVEST

ACTION Fraud and the City of London
Police are working with the Financial
Conduct Authority (FCA) to issue a warning to the public, as reports of ‘clone firm’
investment scams increased by 29 percent
when the UK went into its first lockdown.
Action Fraud reporting data reveals losses of more than £78 million between
January-December 2020, with victims losing an average £45,2421 when investing
with fraudsters imitating genuine firms.
The ongoing financial impact of coronavirus may also make people more susceptible to these types of clone scams.
Forty two percent of investors say they
are currently worried about their finances
because of the pandemic, and over three
quarters (77%) have, or plan to, make an
investment within the next six months to
help improve their financial situation.
However, even the most experienced
investor could be at risk. Three quarters
(75%)3 of investors said they felt confident
they could spot a scam.
However, 77%3 admitted they did not
know, or were unsure, what a ‘clone
investment firm’ was.
What is a ‘clone firm’ investment scam?
‘Clone firms’ are set up by fraudsters using
the name, address and ‘Firm Reference
Number’ (FRN) of real companies authorised by the FCA.
The criminal gangs running these scams
can engage with victims through a number
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of channels. Often they will take out
adverts on social media platforms and
search engines.
Victims will then click on these adverts
and be taken to exact replicas of websites
belonging to genuine investment firms. The
most sophisticated criminals will even
clone the website domain name.
Once victims have registered their interest, they’ll be contacted by the fraudsters,
who often obtain the names of genuine
employees of investment firms and create
seemingly legitimate company email
addresses, but with very subtle changes.
There have also been instances of
investors inputting contact details into genuine price comparison websites and then
being phoned by criminals purporting to
binvestment firm.
Another tactic used by criminals to dupe
investors is to send victims sales materials
linking to websites of legitimate firms.
The returns being promised are often
modest so as not to arouse suspicion, but
slightly better than the market rate, therefore appealing to those looking for long
term, ‘safe’ investments.
In the end, victims will end up transferring their savings directly to criminal gangs
and will not realise that they’ve been
scammed until months later, when they fail
to receive quarterly returns or investment
reports.

Even though two in five (38%)
investors said they would check
the company’s Firm Reference
Number (FRN), checking this
alone isn’t enough. Criminals
carrying out ‘clone firm’ investment scams will often copy FRN
numbers and encourage victims
to check the number on the
FCA Register to prove legitimacy.
Anyone considering an investment opportunity should double-check all the details of a firm,
not just the FRN, on the FCA
register. This includes the telephone number and only use the
number on the FCA Register to
make contact with the firm.
Remember
1. Reject unsolicited investment
offers whether made online, on
social media or over the phone.
Be wary even if you initiated
contact.
2. Always check the FCA
Register to make sure you’re
dealing with an authorised firm
and check the FCA Warning List
of firms to avoid.
3. Only use the telephone number and email address on the
FCA Register, not the contact
details the firm gives you and
look out for subtle differences.
4. Consider seeking impartial
advice before investing.
Investors can test if they can
spot an investment scam from a
smart investment by taking the
Scam or Smart quiz, visit
www.fca.org.uk/scamsmart to
find out more.
If you think you’ve fallen victim to an investment fraud,
report it to Action Fraud at
www.actionfraud.police.uk or
by calling 0300 123 2040.
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CRIME NEWS
CRIME AND COMMUNITY NEWS FROM ESSEX POLICE

Elderly targeted
ESSEX Police are investigating three
reports of fraudsters targeting elderly
people and are asking residents to be
vigilant. The incidents occurred in
Frinton (twice) and Walton-on-theNaze. In each case, the criminals
claimed to be police officers who were
investigating counterfeit money at a
bank.videos of child abuse. FULL
STORY

Stabbing sentence
A MAN has been jailed for eight years
for stabbing another man. Sean
Thompson had sent threatening messages to the victim late in the evening
and demanded he meet him to discuss
a family dispute. READ MORE

Child abuser jailed
A VICTIM of sexual abuse has thanked
Essex Police after a man was convicted
of abusing them over a three year period 30 years ago. Laurence Bourne
abused a child on numerous occasions
between 1989 and 1992 in Basildon.
The offences came to light when they
were reported to Essex Police in April
2019. Bourne, 68, of Brackendale
Court, Basildon was arrested in June
that year as part of an investigation by
the Quest team. FULL STORY

Killer convicted
THE family of a woman described as
“inspiring” and “strong and confident”
have thanked our officers after her
killer was jailed for at least 18 years.
Wilfred Jacob was convicted last
month of stabbing to death 41 year-old
Linda Vilika at their home in Great
Saling on 19 August 2019. READ
MORE

Guilty of manslaughter
A MAN has been jailed for three years
for manslaughter after the death of
Daryl Bunn in Maldon. Sonny Hazell,
25, of Kings Road, Southminster, was
found guilty by jury at Chelmsford
Crown Court. FULL STORY
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Woman, 83, conned
out of £10,000
ESSEX Police is warning residents to be
vigilant after fraudsters targeted an elderly woman in Saffron Walden and
conned her out of at least £10,000.
The 83-year-old woman was contacted on two separate occasions by two
men claiming to be police officers investigating counterfeit money at a bank.
They persuaded her to withdraw a
five figure sum of money, which was collected by a courier.
On both occasions, he met her at the
junction of Hollyhock Road and
Radwinter Road in Saffron Walden to
collect the money.
He was described as white, aged in his late teens or early 20s, and had
short black hair. He wore dark clothing and had a grey rucksack. She was contacted again in mid-January and asked to set up a savings account, allegedly for
the fraudsters to put money into, but she refused.
PC Ritch Morris said: “We are continuing our enquiries to find those
responsible and urge anyone who has received similar phone calls to please
contact us. We are investigating similar incidents in the county and I’d ask
people to please be vigilant, as these callous criminals are very persuasive.
“Police officers, law enforcement agencies and banks will never ask you to
send money, bank cards or other personal property via a courier, taxi or
other means. They will also never ask for your bank account details or PIN
over the phone, so please don’t disclose these to anyone.”
Challenge anyone who asks you such details and if you are suspicious they
are not genuine, end the phone call.
Wait at least five minutes to ring your bank to check with them the validity
of the call, or use another phone, as fraudsters can wait on the line.
Please report any suspicious calls to us so we can investigate.
Anyone who has any information about the Saffron Walden incidents is
asked to contact the Uttlesford local policing team quoting reference
42/4366/21. Contact Essex Police online where you can also use the 'Live
Chat' button to speak to an online operator between 7am-11pm. You can also
call 101. Alternatively, contact the Crimestoppers on 0800 555 111

Stranger attacks

Wife murderer

A MAN who attacked two strangers
in Dunmow, including a teenage girl,
has been jailed. The attacks happened
on consecutive days in May last year
with the first taking place in
Chelmsford Road on 28 May on a
woman in her 20s. READ MORE

DETECTIVES have exposed a jealous
husband's plans to kill his wife and
delivered justice to her loved ones.
Wilfred Jacob called police on 19
August 2019 claiming his wife year-old
Linda Vilika, was not moving at their
home in Great Saling. FULL STORY

T: 01268 566 743 M: 07958 475 392

KINDHEART COMPANY
No charges for elderly residents during lockdown
THE Covid pandemic has produced
many heroes, young and old who used
their energy to raise money for the
NHS.
Heroes like 100 year old Captain Sir
Tom Moore with his amazing £33m
walk round his estate. Margaret Payne,
90, who walked up and down her stair
to raise thousands. And six year old
spina bifida sufferer Frank Mills who
raised almost £100,00 to thank nurses
who cared for him.
Well now Essex has its own Covid
hero – a Good Samaritan named Daniel
Barnes, boss of Benfleet company
Summa Electrical.
Daniel refuses to charge elderly
and vulnerable residents for any
emergency work during lockdown
because his own mother was
scammed by conmen.
“Old people have been through
enough and I know from experience
how many of them get ripped off by
cowboy tradesmen,” said Daniel.
“My nan was housebound and
many tradesmen never turned up to
help her or were charging stupid
money.
“I decided not to charge them for
minor works and agreed to carry this
out in my own time.
“Givng up a little of my time is to
help someone who has been housebound since last March seems to me
a very small sacrifice.
“ I am just giivng back somethign to
society simply because I have the
skills that people need.
“Those elderly people I have
helped so far have been very grateful
not only for the work I carry out but
also to chat to someone for the fist
time in months.”
Daniel was called out by a 97 year old
woman in Clifton Avenue, Benfleet, who
lives alone and her appliances kept tripping and UK power Networks were
unable to fix it or carry our a full inspection.
They said it required a qualified electrician to look at her complete electric
network to determine the fault.
A neighbour contacted Daniel and the
first thing he said when he arrived at the
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DANiEL’S
SPARK OF
KiNDNESS

Daniel Barnes. a Covid kindheart helping elderly residents
elderly women’s home was: “I must
make you aware that while the pandemic is on I do not charge old or vulnerable people for any work I do.”
Summa Electrical, based in Roseberry
Walk, Benfleet, made it a condition of
their work not to charge any elderly
residents in Castle Point, Benfleet, as
long as the lockdown is in operation.
Daniel added: “Old people have been
put through enough since March and I
understand how difficult this past year
has been for them.
“Giving up a little of my time to help
someone who may have been virtually
housebound since last March seems to
me to be a very small sacrifice.
“What I don’t want is for an old person to call an electrician to their home

and for them to be scammed by a cowboy tradesman.
“More and more old people have
been scammed by rogue tradesmen during this pandemic and I think it is despicable that any trader can do this to
someone who is vulnerable.
“Summa Electrical want to protect
them as much as possible and if I am
available and can help someone in genuine need then I will do it.
“We should all be offering a helping
hand to friends and neighbours at a time
like this. I would encourage other companies in Essex to offer free services to
the elderly and vulnerable, there’has
never been a better time for companies
to step in and help.”

communitywatchpublishing@gmail.com

11

Advice
Directory
Telephone scams
A PHONE scam is when someone calls pretend
ing to be someone else, such as the police or
your bank. They do this so that they can trick
you into revealing personal details, withdrawing
money or transferring money to a fake account.
Follow our advice
!Always stay alert when someone you don’t
know calls you – no matter who they claim to be
or what number is showing on the caller display.
!If in doubt, call back on a phone number that
you know is official. You can usually find this on
the company’s website or on your statement or
bills.
!If you get an automated call from a fraud
detection service, use our telephone number
checker to check the number you’ve been asked
to call is genuine
!If you run a business, look out for fraudsters
impersonating your customers or suppliers. They
may ask you to make a payment or change pay
ment details. If you’re suspicious, call them back
on a number
you’re sure is
genuine
!Never share
your PIN,
PINsentry
codes, pass
words or other
confidential
information with someone who calls you – if
someone does ask for this information, end the
call.
!Never enter your PIN into a telephone – it
won’t be kept secret from the caller
Treat all unsolicited calls with caution.
Remember, banks and the police will never ask
you to transfer money, buy high value goods, or
hand over cards or money.

Avoiding card scams
!ALWAYS shield your PIN when you’re using
your card
!Don’t let anyone distract you when you’re
using your card in a shop or at a cash machine,
even if they appear to be helpful
!Be wary if someone is looking over your
shoulder, or saying something to distract you,
as they may be trying to get your PIN or card
!Don’t use a cash machine if it – or anyone
around it – looks suspicious
!Sign new bank cards as soon as you get them
and keep them in a safe place
!Never let someone take your card away to
process a transaction
!Never hand your card over to anyone that
comes to your door
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Everywhere you go criminals are ready to steal
your money, in many cases your life savings.
They pose as police officers, bankers, roofers,
builders, energy suppliers and other utility
companies.
Some even contact you on the internet from
far flung countries posing as foreign officials or

!Never write your security or card details
down in a way someone else might recognise
Check your card expiry dates and call us if a
new card hasn’t arrived when it should
!If you live in a property where other people
have access to your mail, it may be better to
collect new cards from your local branch
Report any lost or stolen cards immediately

Text scams
A TEXT message scam is when someone sends
you a text asking you to call a telephone num
ber, click on a link or to send security details.
The message might appear to be from a bank
or someone you trust because fraudsters are
able to spoof genuine telephone numbers to
hide the true identity of the sender.
Our advice
!Never share personal or security information
on a website you’ve been sent by text
!A bank will never text you asking you to con
firm your account or security details
!Banks will never text you a link that goes
straight to the online banking login page.
!They will never text or call to ask you for your
card details, PINs, PINsentry codes or passwords
!They will never email you asking for confirma
tion of a recent transaction or call to get you
how to respond to a confirmation text message.

Email scams
AN email scam is an unsolicited or trick email
designed to look like a genuine company and
make you hand over money or reveal personal
details. Stay vigilant when emailing – especially
if you’re sending people personal details or
organising financial transactions.
!Never share personal or security information
via email, web chat or on a website that’s been
sent to you via email. Banks will never text you
a link that goes straight to the Online Banking
login page
!Act with care when clicking links or down
loading attachments from unsolicited emails
!Check a website is secure before you enter
any account or card details. Look for the `https'
at the start of the web address and the padlock
or unbroken key icon next to the address bar
!Keep your internet security software up to
date, and run regular scans and system
updates. If you use Barclays Mobile Banking or
Online Banking, you can download Kaspersky
security software for free
!If you’re sending money using an account
number someone has sent you by email, call
them to double check it’s correct and hasn’t
been intercepted
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Distraction scam
A DISTRACTION scam involves someone trying
to distract you while you’re at a cash machine
in order to get your PIN, card or money.
!Don’t let anyone distract you when you’re at
a cash machine
!Cover your PIN when you pay in shops or go
to a cash machine
!Ignore people who speak to you when you’re
at a cash machine – even if they appear to be
helpful
!Don’t use a cash machine if it, or anyone
around it, looks suspicious
!Call your bank straightaway if you think your
card, PIN or other security details have been
compromised.

Vishing
VISHING is similar to phishing but involves a
phone call from a fraudster who will come up
with a plausible story to try to get you to share
your informa
tion.
For example,
the fraudster
may say they’re
from a satellite
TV provider,
phone or utility
company and
offer you a
refund.
To process the refund, they'll ask you to input
your debit card into your PINsentry card reader
and give your authorisation codes.
They'll then use the codes to make fraudulent
online banking payments from your account.
Fraudsters also call pretending they’re the
bank or the police and tell you there’s a prob
lem with your debit or credit card.
They may ask you to key your card PIN into
the phone and tell you they are sending a
courier to collect your card.
Alternatively, they may ask you to withdraw
funds or buy highvalue items and hand them
to a courier to help in an investigation, or even
try to convince you to transfer funds to a new
‘safe’ account.
Security tips
!Never share your PIN, PINsentry codes or
passwords with anyone who contacts you
Banks and the police will never ask you to hand
over your PIN, cards or cash, or buy highvalue
items or transfer funds to a new account. If
someone calls asking you to do this, ring off
immediately.
!Don’t rely on the caller display on your phone
to confirm a caller is genuine – fraudsters can
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Government agents claiming they have millions
of pounds for you providing you can hide their
money away from officials.
Others knock on your door offering to carry
out building work then disappear with your
money without completing all the work. Follow
our advice so you don’t become a victim.

items or transfer funds to a new account. If
someone calls asking you to do this, ring off
immediately.
!Don’t rely on the caller display on your phone
to confirm a caller is genuine – fraudsters can
manipulate this
!Always check the call is properly disconnected
before calling the bank or police to report it –
wait 5 minutes or use a different phone

Malware
OTHER emails and texts trick you into down
loading malicious software (malware) that helps
fraudsters get hold of your details and your
money.
The messages look like they’re from legiti
mate organisations and give a plausible story to
try to trick you into clicking a link, downloading
something or opening an attachment.
Security tips
!Protect your computer and mobile devices
with the most uptodate security software
such as our free Kaspersky Internet Security
software
!Keep your important files backed up off your
network
!Be wary of opening attachments or links in
emails or texts you’re not expecting or are
unsure about
!Never share any security information in
response to an email or text or on a site
accessed via a link in an email or text

Romance scams
DATING or romance fraud is when you think
you’ve met your perfect partner online, but
they aren’t who they say they are. Once
they’ve gained your trust, they ask for money
for a variety of emotive reasons.
You register with an internetbased dating
agency or join an online dating chat room. You
receive a contact from someone who shows an
interest in you. They may be from overseas, or
they might tell you they are in the same coun
try as you.
Gradually, you develop a longdistance rela
tionship through emails, instant messaging,
texting and phone calls. As the relationship
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develops, exchanges become more intimate.
The person you have fallen for will probably
send you their photograph and give you a pet
name. They may also ask you for naked photos
of yourself and/or ask you to perform sexual
acts in front of a webcam, particularly if you
are female.
The person you’ve developed a relationship
with is not who they say they are. In fact, you
have probably been in contact with several
members of a criminal gang.
Once the fraudsters are confident that you
have enough sympathy and desire for them,
they will tell you about a problem they are
experiencing and ask you to send money.
If you send money, the fraudsters will keep
coming back for more money money. If you
send pictures of a sexual nature, the fraudsters
will threaten to send them to your family,
friends and work colleague. If you’ve recorded
any sexual acts in front of a webcam, the
fraudsters will also use these to threaten you.

Phishing
PHISHING is where fraudsters send you emails
or texts, often appearing to be from your bank,
asking you to reply with your security informa
tion or click on a link, where they can then
access your details. These emails often look like
a genuine company, but they are fakes.
Text messages may ask you to call a number
claiming to be the bank’s fraud department,
but the number is often a premium rate num
ber and connects you to a fraudster.
Fraudsters may also send a text warning that
you’ll soon receive a call from the bank’s fraud
department. However, it’s actually the fraud
ster that calls and tries to get your security
information.
To make the texts seem authentic, fraudsters
use special software that changes the sender ID
on a message, so that you see the name of your
bank as the sender. This can mean the text
shows within an existing text message thread
from your bank.

Pension scams
PENSION scams typically involve promises of
pension investment opportunities or unsolicited
offers to help you release cash from your pen
sion early.
With over 55s getting greater access to their
retirement savings since April 2015, there are
more opportunities for investment scammers
to convince people to invest their pension pots
in unregulated or bogus schemes.
Anything claiming you can cash in your pen
sion before you’re 55 is also likely to be a scam.
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and early pension release may cost you most of
the money in your pension fund.
Ignore offers of a ‘free pension review’ and
calls out of the blue to discuss your pension.
!Never be rushed into agreeing to a pension
transfer or investment decision, and always
speak to a financial adviser who is registered
with the Financial Conduct Authority.

Online shopping scams
SCAMMERS will advertise goods/services that
don’t exist or are not theirs to sell. They con
vince you to send the payment directly to their
bank but the goods never arrive.
Before buying online, do some research into
the seller to check they’re genuine and avoid
those with poor ratings.
!Insist on seeing highvalue items, like cars on
online auction sites, before paying and always
use secure payment methods, such as PayPal or
credit card.
!Use a computer, laptop or mobile device
protected with uptodate security software
!Know who you’re buying from before giving
your card details online or over the phone
Register for Verified by Visa and/or MasterCard
Secure Code
! Enter your card details on secure sites –
check the web address begins with ‘https’ and
that there’s an unbroken padlock symbol in the
browser address bar
!Avoid entering your card details on shared or
public computers
!Always log out after shopping and save the
confirmation email as a record of your purchase

Travelling abroad
!NOTE your bank’s 24hour emergency num
ber if you’re calling from outside the UK
!If your cards are registered with a card pro
tection agency, take their number too
!Take another card or alternative payment
method with you so that you’re not reliant on
one card
!Check the information on the sales voucher
before you sign or enter your PIN
!Keep a copy of your sales receipts and check
your statement carefully .
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FIRE HYDRANTS
News in brief
Criminal offence
DID you know that the misuse
of Fire Hydrants and vandalism
of them is actually a criminal
offence?
Not only can it damage the
hydrant itself, it can even break
the mains pipework. This can
put your home and/or business
at risk during an emergency.
Other problems can include
discoloured water and reduction in pressure. It can also lead
to loss of supply and in some
cases, water can be contaminated through their actions.

Hydrants damaged
HUNDREDS of homes, a fire
station and a doctor's surgery
in Liverpool were left without water after fire hydrants
were damaged by vandals.
Water company United
Utilities received reports of
no water or poor pressure in
Croxteth.
Engineers found four
hydrants had been damaged.
Following repairs, the water
supply was restored within a
few hours, but this could
have caused major problems
had the fire brigade require
access.

Regular checks
THERE are over 115,000 fire
hydrants in London we inspect
them every 4 years. Hydrant
inspections are managed by the
Water Team. In London, you
are never more than 90 metres
from a fire hydrant.London fire
hydrants are served by four different water companies,
Thames Water, Affinity Water,
Sutton & East Surrey Water
and Essex & Suffolk Water.
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Save lives, look after fire hydrants

HYDRANTS:
YOUR LiFE
iN DANGER

FIRE chiefs across the country are on a
mission to encourage residents to help
save lives by keeping hydrants healthy in
their local area.
Located all over the country, fire
hydrants provide firefighters with access
to a steady flow of water to fight fires.
They are used by crews whenever
they need more water than they’re able
to carry on fire engines, and can be a
vital asset for firefighters.
However, if they’re ever damaged or
obscured, it could waste valuable minutes for crews potentially saving lives
and property.
The fire service is now encouraging
the public to keep an eye out for
hydrants when they’re out exercising or
making essential journeys*, and to
report any issues which could impact
hydrant health.
Then, any faults can be fixed quickly
and safely by a water technician or
passed to the local Water Company for
action.
Steven Lewis, resilience manager at
Kent Fire and Rescue Service, said:
“There are almost 30,000 hydrants
located across Kent and Medway, and
therefore thousands of residents have
hydrants located near their homes and
businesses.
“To have people keeping an eye out
for hydrants, and letting us know whenever they spot an issue with one, means
that any potential faults that haven’t yet

been picked up can be resolved quickly
and efficiently.
“In addition to our crews who regularly check hydrants in their station area,
we also have specially trained hydrant
technicians within our dedicated water
services team.
“But, it would be fantastic if residents
would like to get involved too and help
us keep hydrants healthy while they’re
out enjoying daily exercise during the
Covid-19 lockdown, and beyond.”
Hydrants can be found by looking for
a yellow ‘H’, usually on pavements, lampposts, or fences. They are positioned in
the ground, under an inspection chamber, normally marked with the wording
‘Fire Hydrant’, ‘FH, or ‘WO’ – which
stands for ‘washout’.
However, hydrant covers should only
ever be lifted by trained professionals,
unless in an emergency.
Issues that people can look out for
and report to KFRS, include:
! Obstructions over hydrants, such as
vegetation
! Vehicles parked over the inspection
chamber
! Leaking hydrants
! Hydrant lids which are broken or
protruding above the ground
Please ensure you only check hydrants
in a safe location, on the pavement, away
from any public roads. If your child is
outside, near the road, make sure they
are accompanied by an adult.
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MICROCHIP REGISTER
Make sure your pets are microchipped by a legal company
Microchip tips

CHiP iN TO
KEEP YOUR
PETS SAFE

THEChartered Trading Standards Institute
(CTSI) is issuing a warning about a website advertised on Google search results
that offers pet microchip registration.
The service, called UK Pet Chip
Registry, claims that for a charge of £15, it
will add the pet's microchip details to the
so-called National Pet Microchip
Registration Database.
The database quoted does not meet
UK Government standards and, as such, is
not on the list of government-endorsed
pet databases. Failure to register a pet on
an authorised database carries a fine of up
to £500.
CTSI issues this warning at a time of
increased pet sales due to the desire for
companionship during the COVID-19
lockdown.
“In November, the Dogs Trust reported large rises in demand for puppies and
Google search results for "buy a puppy"
increased by 115% since the beginning of
lockdown.
CTSI Lead Officer for Animal Welfare,
Steph Young, said: "It is vital that when
purchasing a puppy, members of the public must register the chip on one of the 15
databases verified by the Government. If
they do not, they risk a fine of up to £500.
"The database quoted by UK Pet Chip
Registry does not conform to UK
Government standards, and signing up to
it alone puts the user at risk of a fine and
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the needless cost of the money used to
pay for it. The public should always follow
government guidance, not paid-for adverts
on search engines."
Katherine Hart, a fellow Lead Officer at
CTSI, added: "The COVID-19 pandemic
has led to a great deal of opportunism and
in many cases outright scams. Many people suffer from loneliness during the lockdown, and purchasing a furry companion
is an increasingly popular option.
"We are all so much more vulnerable
now. The public must be increasingly vigilant, sceptical and above all, check the law
and UK Government advice when making
these decisions. Ignorance of the law
excuses no one - make sure you register
your pet on a verified database."
To check the list of pet databases
authorised by the UK Government, go to
this link.
For consumer advice, please call the
Citizens Advice Consumer Helpline on
0808 223 1133

You must make sure your dog is
fitted with a microchip by the
time it’s 8 weeks old.
You can be fined up to £500 if
your dog is not microchipped.
Who can microchip your dog
Your dog’s microchip must be
fitted by a trained professional,
for example a vet.
You can ask the following to
microchip your dog for free:
Battersea Dogs and Cats Home
Blue Cross centres
Dogs Trust
You can also ask your vet or
local council if they can
microchip your dog. They might
charge a fee.
What happens when your
dog’s microchipped
Your dog’s microchip is given a
number, which will show up
whenever your dog is scanned.
The professional who
microchips your dog will also
take your contact details.
These details are kept alongside the microchip number on a
database, so that your dog can
be returned to you if it’s lost or
stolen.
You must make sure that your
dog is registered on one of the
following databases:
! Animal Microchips
! Animal Tracker
! Chipworks
! Identibase
! MicroChip Central
! MicroDogID
! MyPet
! National Veterinary Data
Service
! Pet Chip Register
! Pet Identity UK
! Petlog
! PetScanner
! ProtectedPet
! SmartTrace
! UK PETtrac MicroChip Database

communitywatchpublishing@gmail.com

15

CORONAVIRUS: FAKE EMAILS
Criminals trying to steal your identity with vaccine invitation

FAKE ViRUS EMAiLS COULD
LEAVE YOU PENNiLESS
ELDERLY residents are being warned to stay alert if they
are waiting fo their coronavirus vaccination because criminals are trying to steal your personal details - and possibly
your life savings.
Fake vaccination text messages are being sent to those
on the Government’s priority list, but it is quite easy to be
fooled by messages that appear to be genuine.
This is what the bogus memail says
This is a public health message from NHS
It then goes on to say: As part of the government’s coordinated response to
Coronavirus, NHS is performing selectionsnfor coronavirus vaccination on the basis of
family genetics and medical history.
Then in one line it says: You have been
selected to receive a coronavirus vaccination.
Use this service to confirm/reject coronavirus (Covid-19)
vaccination.
>> NHS - Accept invitation
>> NHS - Decline invitation
NOTE: The coronavirus (Covid-19) vaccine is safe and
effective. It gives you the best protection against coronavirus.
Who can us this service
You can only use this service if you have received an
email/SMS regrding this invitation. You can not use this
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service for anyone other than yourself.
You are also free to reject this invitation, your appointment will be issued to the net person in line in that case.
In one example, the Police said “smishing” messages
were texted to patients telling them they are eligible to
apply for the vaccine.
After clicking on a link, victims are directed to a website
with bogus NHS branding that demands bank account
details to verify a billing address.
The oldest victim so far is 80-years-old while another
was targeted for £30,000.
The email will come with the NHS logo
and Test and Trace underneath and will
look like the email opposite.
Do not click the link as it takes the
recipient to a malicious website that
steals personal details. These details are
then used by the criminals to access other personal
accounts.
Remember:
• Never click on any links in unsolicited emails
• Check the email address is genuine by hovering over it
or clicking and holding
• The vaccine is free and the NHS will never ask you for
bank or payment details
Our advice
If you think you may have handed over your card details
to scammers like this, let your bank know what’s happened immediately so you can try to recover your money.
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