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FREEPORTS FREE-FOR-ALL

F R E E P OR T S
CO UL D B E
A D I SAS T E R

Warning from anti-counterfeiting champions
ANTI-counterfeiting champions the
ACG are warning about the dangers of
criminal activity and illicit trade at the
proposed new Freeport’s in the UK.
The Chancellor has announced plans
to establish eight new regional
Freeports in the UK, and two more
may be on the way.
While the announcement is welcome
news for the economy as we enter a
new era of international trade after
leaving the European Union, the AntiCounterfeiting Group warns that the
misuse of freeports in a wide range of
other countries has led to serious increases in illicit trade, including counterfeit goods, drug trafficking,
corruption and money laundering.
In fact, Free Trade Zones are amplifiers of illicit trade as they lie outside
the home country’s jurisdiction. They
are often “lightly regulated” and as such
are attractive to illegal groups and activities.
Many business leaders argue that
new freeports could lead to thousands
of new jobs. The investment also has
the potential to cut the cost of cus-

toms controls, alongside lower customs duties and taxes.
But Phil Lewis from the ACG warns
that “Unless enforcement and policing
is strong at Free Trade Zones they run
a severe risk of becoming transit points
and complex distribution centres for
the trade in counterfeit goods.
“These zones can facilitate the export of fakes by concealing and disguising consignments of counterfeit
products through mixed shipments
and false transport documentation.”
In the past, customs officials have
closed Free Trade Zone factories found
to be producing counterfeits. The Organisation for Economic Co-operation
and Development (OECD) has also
reported that the addition of a single
trade zone within an economy significantly increases counterfeiting by 6%.
The risks raised by OECD and other
respected bodies, including the World
Customs Organization (WCO), led to
the European Parliament calling for the
abolition of freeports in the EU.
ACG believes that simply cutting red
tape to boost jobs and reduce business
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taxes and customs controls does not
lead to more protected borders.
The global trade in counterfeit goods
is now worth more than $509 billion. It
is destroying businesses, economies
and is threatening consumers’ lives
through the trade of dangerous fake
goods.
The recent pandemic has thrown a
clear light on the scope and scale of
criminality involved. The ease with
which counterfeit face masks, sanitisers,
remedies, medical equipment and even
fake vaccines have reached the UK.
UK businesses and consumers need
solid reassurance that the UK government has clear plans in place to prevent
more illicit and dangerous goods from
arriving in the country.
The ACG calls for assurances that
there will be effective detection systems at these new freeports, including
specialised officers, modern technology,
to assist surveillance, inspections and
preventative customs controls.
Otherwise, the only people taking
control of our borders will be international criminals.
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PET THEFTS

PE T PRI CE S
S OA R - S O
DO THEFTS

Criminals cashing in on boom in dogs
LOCKDOWN has created a demand
for pets as families struggle to cope
with being shut behind four walls.
That demand has also led to an
astonishing rise in prices being demanded by breeders for certain dogs.
But that demand and the staggering
prices has also fuelled a rise in dog
thefts as criminals see it as the perfect
opportunity to cash in.
Dog thefts increased by almost a fifth
during lockdown - with up to seven
pets being reported stolen each day in
2020.
Shocking new figures have revealed
an estimated 2,438 dogs were reported
stolen last year, up 19% from 2019.
Sadly only 22% were reunited with
their owners.
Staffordshire Bull Terriers continue to
be the most popular breed of dog targeted by thieves, according to analysis
by Direct Line Pet Insurance, with 97
dogs stolen in 2020.
Crossbreeds remain the second most
targeted, with 52 dogs stolen last year,
although this was a fall of nearly a third
compared to 2019.
Cocker Spaniels became the third
most commonly stolen in 2020 with 34
dogs taken. While Springer Spaniels are
also being targeted, with 16 dogs taken
last year, up from just three in 2019.
Other popular targets include Chi-
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huahuas and French bulldogs, which
each saw a reduction in the number
stolen compared to last year, but still
saw 12 of each breed stolen from
British homes in 2020.
Regional data suggests the North
West is now the nation's dog theft
hotspot, accounting for 15% of all reported thefts in 2020.
London was second, accounting for
13% of all thefts, followed by the South
East and Yorkshire.
Experts fear increased dog ownership and soaring prices for pups during
the pandemic is driving the surge in
thefts.
Dog owners are being urged to be
extra vigilant and keep microchip details up to date as many begin to return

to offices as restrictions ease.
Madeline Pike,Veterinary Nurse for
Direct Line Pet Insurance, said: “It’s incredibly sad to see the number of dog
thefts rising by such a large proportion
in 2020.
“Unfortunately, it seems the increase
in dog ownership over lockdowns has
also translated to a rise in dog thefts, as
thieves know how valuable some of
these breeds can be and see them as a
commodity.
“The worry is these numbers will increase even further this year once dogs
are left alone more as restrictions ease.
“Taking simple precautions like not
leaving your dog tied up outside a shop
or keeping it on the lead in busy areas,
will reduce the likelihood of being targeted, while making sure microchipping
contact details are up to date will help
identify a dog if stolen and handed in.”
Top targets
Breeds/percentage change
1 Staffordshire bull terrier 9%
2 Crossbreeds -31%
3 Cocker Spaniel 26%
4 Bulldog 23%
5 Labrador 189%
6 Jack Russell 92%
7 Border collie 54%
8 Springer spaniel 333%
9 Chihuahua -76%
10 French bulldog -33%
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BRAND IMPERSONATION

CO PYCAT S I T E S
CAS H I N G I N O N
THE DEMAND

PayPal tops the brand impersonation list
IF you shop online, and most of us have
got into the habit of doing that during
lockdown, can you tell whether you are
logged onto a genuine site or just an
impersonater?
Judging by data released by payments
provider, Dojo, it seems that the well
known brands we put out trust in are
probably the most impersonated site
universally.
The data has revealed the top 10
brands most used in email phishing
scams by frausters.
The data looked at the number of
Google searches for well-known
brands and scams across the UK, and
found the brands most likely to be impersonated were PayPal and Amazon,
as well as an increase of up to 150,000
per cent in Royal Mail and DPD scams,
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in the past year alone.
With more people relying on online
technologies, there’s been a unique opportunity for scammers to impersonate brands and target those who have
had to rely on email to connect with
companies.
The list of brands, based on search
data are as follows:
1. PayPal 65,470 +81%
2. Amazon 42,120 +7%
3. DPD 32,970 +149,083%
4. DVLA 17,530 +2,731%
5. Apple 14,280 -55%
6. Royal Mail 9,870 +1,077%
7. Halifax 5,830 +2,041%
8. Virgin Media 3,500 -60%
9. Gov.uk 1,560 +371%
10. Boots 740 +200%

Amazon and DPD highest-ranked delivery services being impersonated
while in second place is the online retail store Amazon, with a yearly search
volume of 42,120.
There’s been an increase in shoppers
turning to Amazon for their daily goods
as people have been confined to their
homes, so this seems like an obvious
choice for scammers.
Securing the last spot in the top
three is delivery service DPD, with
32,970 people searching for ‘DPD email
scam’.
This delivery service has seen a massive search increase of 149,083 per
cent, with many scammers trying to impersonate the company to retrieve the
details of unsuspecting customers.
continued page 10
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BRAND IMPERSONATION
From page 9
During December 2020, when consumers were mainly purchasing
Christmas gifts for their loved ones
online, DPD fraud was highly common.
Victims recorded a loss of £103,000 in
the first week of the month.
PayPal is impersonated the MOST in
phishing email scams. Google search
data reveals that PayPal is the most
commonly impersonated brand by
scammers, with a total of 65,470 people searching for ‘PayPal email scam’ a whopping 81 per cent increase on
last year.
How to spot a phishing email:
1. Check the sender’s email address.
Often scammers will use a suspicious
email address that includes words that
don’t relate to the company they impersonate or lots of numbers.
2. Check for poor spelling and grammar, or mistakes to the company’s
name. Although some fraudulent
emails are highly sophisticated, many
of them can be poorly worded and
there are some tell-tale signs they’re
not legitimate.

There’s been an increase in
shoppers turning to
Amazon for their daily
goods as people have been
confined to their homes, so
this seems like an obvious
choice for scammers.
3. Check the formatting of the email.
A lot of companies send legitimate
emails from a templated third-party
system.Your favourite brands will
often spend a lot of money making
their emails branded and it can be difficult for scammers to replicate these
email templates. So if you see plaintext emails with no branding – or
brand logos replicated in low resolution, look back at your inbox to see if
this matches the company’s typical
communication designs.
4. Don’t rush to action their demands.
Often scammers thrive from creating
a sense of urgency and panic from the
recipient. They will use scare tactics or
threatening language to make you rush
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into doing something.
Whether it's clicking a suspicious
link or providing your personal data,
you should take some time to review
the email and research it’s legitimacy
before taking any actions.
If you’ve already clicked the link,
check the URL straight away and do
not login anywhere as scammers can
capture your details to take over your
account.
5. Never send sensitive data via emails,
or online links from emails or SMS. If
you do suspect you’ve been sent a
phishing email, do not click on it and
try not to open the email at all - especially if you’re using your work email.
Scammers often leave malicious links
within the email that once clicked
allow them to enter your computer’s
system.
If you accidentally click on one of
these emails you should change your
passwords immediately and check
your bank accounts regularly to make
sure no money has disappeared. If this
happens you should alert your bank
immediately and they will guide you
on further action.
If you’re concerned about your
work email account or laptop, you
should contact your information security team straight away and flag your
concerns. It’s always better to be cautious and vigilant when dealing with
online security.
6. Contact the company implicated.
Whether you’re unsure, or you’re totally convinced that you’ve received a
scam email pretending to be a company, reach out to that company to inform them and see further
information.
They will be able to let you know
within an instant if the communication
you received was legitimate.
And often large brands will have
dedicated teams investigating frauds
affecting their customer base and
damaging their brand reputation, so
they will undoubtedly appreciate any
information you can provide that can
stop these fraudulent activities going
forward.
For more information and advice on
online fraud, visit the Action Fraud official website
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TRADING STANDARDS ADVICE

Puppy love can...
Trading Standards warning as new dog owners face quarantine costs of up to £1,000.
ESSEX County Council Trading Standards team has seen a
worrying increase in the number of illegally imported puppies
being bought by innocent purchasers.
It is believed the trend has been driven by inflated UK bred
puppy prices and because of Covid-19.
Critically if the animal was born outside the UK it must be:
! microchipped
! properly vaccinated against Rabies
! accompanied by a Pet Passport
! a minimum of 15 weeks old when imported.
These rules apply to kittens too!
However, Trading Standards is seeing a spike in the number
of puppies with false passports, incorrect dates of birth and
ineffective vaccination records.
This could result in a serious Rabies outbreak, that could
spread to other pets and people, putting the public at risk.
Continued page 7

Ways to avoid buying an illegal pup
Ensure the puppy you are buying is healthy and happy
and from a responsible breeder, who will:
! Share video footage of the puppies, along with their mum
and siblings, in the place where they were born and raised.
! Provide genuine paperwork/certificates for vaccinations,
microchipping, worming and health test results where
relevant.
! Ensure you always follow social distancing rules.
! Request you collect your pet by appointment only.
! Arrange collection without entering the premises
- unless it is an animal rescue centre
A responsible breeder will not:
! Rush you into parting with cash in exchange
for a puppy.
! Make excuses for the mother not being
there.
! Dismiss any health issues
! Refuse to supply relevant documentation.
If you are concerned about the breeder, contact the
Citizens Advice Consumer Helpline.

Follow us on Facebook
and Twitter for useful
leaflets to share with
your friends and family.
Don’t take chances,
follow our advice and
stay safe.

6 communitywatchpublishing@gmail.com

T: 01268 566743 M: 0795875392

TRADING STANDARDS ADVICE

...end with quarantine heartbreak

From page 6
Strict rules require illegally imported animals to be placed into
quarantine for several weeks at the cost of the purchaser. Average quarantine fees (including any vaccinations required) are
in excess of £1000 and would need paying in full by you prior
to your dog being released.
Consideration should also be given to inadequate kennel
conditions, young age (routinely younger than what is documented on the passport), the distance the animals are travelling and the risks of behavioural and welfare issues due to poor
breeding and rehoming.
Trading Standards is urging anyone thinking of buying or rehoming a puppy to consider the advice on the government
website https://www.gov.uk/guidance/buying-a-cat-or-dog
In addition, prospective buyers should also:
! Go on recommendation or from a reputable UK rehoming
organisation or from a reputable licensed breeder.
! View the puppy where it was
bred with its mother.
This may need to be
a virtual tour.
! Request to see
the puppy’s documentation PRIOR
to visiting the animal.
! Ask to see the
local authority

Buying a pup
illegally could
see it put into
quarantine
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licence details for commercial
dog breeders.
! Never agree to have the
puppy delivered to your
home or meet the seller in a
car park for collection.
The purchase of a puppy
should be an enjoyable experience as you welcome a new
member to your family.
Unfortunately, it can all too easily end up
with a poorly dog in need of veterinary care or worse still, if
imported illegally, being taken away from you and placed into
quarantine kennels at your expense.
By following the advice outlined above you will stand the
best chance of getting a fit and healthy dog, not be contributing
to an illegal puppy trade that has animal welfare very low down
on its list of priorities and not be putting the
UK’s rabies free status at risk.
Watch the film on this site to hear real stories
from people who bought from deceitful sellers
https://getyourpetsafely.campaign.gov.uk/
If you would like to contact someone about
suspected illegal puppy trading, please call Citizens Advice on 0808 223 1133 who will pass
the details to the relevant local authority.

Rabiescan be
fatal in infected
animals and
humans
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CATALYTIC CONVERTERS

CAR GAN G S
TAR G ET E D I N
MAJ OR B L I T Z

Police bid to crack catalytic converter gangs
CATALYTIC converter theft is soaring
across the country and police believe
that criminal gangs are behind the rise
in this lucrative crime
More than 300 police officers took
part in an early morning operation last
month to smash what is believed to be
gangs fueling an increase in the thefts of
catalytic converters across London.
Found on most modern vehicles in
London, catalytic converters contain
precious metals, meaning they have a
high scrap metal value. After they have
been stolen, they are often shipped
overseas for those precious metals to
be removed from the car part and refined.
In the early hours, officers from the
Met, with support from Kent Police,
Essex Police, Government Agency Intelligence Network and the British Transport Police, carried out multiple raids
at properties across east London, Kent
and at the Essex coast.
One hundred and fifty officers executed eight simultaneous rapid entry
warrants at neighbouring properties in
Millfields Road, Lower Clapton.
Two men were arrested on suspicion
of conspiracy to commit theft of cat-
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alytic converters. Another man was arrested on suspicion of committing over
25 thefts of catalytic converters.
Police recovered over eighteen catalytic converters across the sites,
alongside tools used in catalytic converter thefts such as an angle grinder,
car jack and reciprocal saw from one
vehicle at the east London address.
Officers have also seized thousands
of pounds worth of stolen vehicles,
around fifty thousand pounds in cash
and a quantity of drugs. Officers seized
nine vehicles from the site in east London for using falsified license plates.
Officers also attended a metal processing plant in Hackney and discovered scors of catalytic converters
believed to have been stolen from vehicles, as well as a smoldering machine.
Police also found what they believe
to be quantities of stolen metal, likely
to have originated from railways and
telecommunications masts.
On the Essex coast, officers intercepted a shipping container believed to
contain stolen metal and car parts,
which was due to be shipped to the
Ivory Coast.
Detective Chief Inspector James

Stanyer, the Met’s lead officer for
Motor Vehicle Crime, said: “The criminals involved in stealing catalytic converters often commit their offences in
full view of the owners of the vehicle
and other members of the public
“This operation is the culmination of
a year-long investigation led by police
officers from the Met’s Neighbourhood
Policing teams, working with the British
Transport Police, Kent and Essex Police,
and the Government Agency Intelligence Network.
“The intelligence gathered during this
investigation will ultimately lead to
more proactive work to prevent this
crimeface the consequences of their
actions.
“The team has worked relentlessly to
understand exactly how those we suspect to be involved in this crime operate and apply that knowledge to the
longer-term strategies to combat criminals who commit catalytic converter
theft.
“Though we know that multiple models and brands of vehicles are targeted,
we are delighted to learn that Toyota
has now undertaken a national catalytic
converter marking programme.”
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CRIME NEWS
CRIME AND COMMUNITY NEWS FROM ES SEX POLICE
Jailed for drugs

DARREN Jones, caught drug dealing
just days after appearing in court for
other drugs offence,s has been jailed
for nearly six years. He was stopped
in Harlow for suspected drug dealing. Police found £740 and more
than £3,000 at another address well
as cocaine and cannabis.
FULL STORY

7 years for burglar

BURGLAR Scott Osbourne, who stole
property worth tens of thousands of
pounds, from homes in Chelmsford
and South Woodham Ferrers, including jewellery and a Mercedes, has
been jailed for more than seven
years. READ MORE

Ban on girl friends

A TEENAGE boy from Colchester has
been sentenced to 12-months in detention and banned from having any
contact with girls aged under 16 for
five years after being found guilty of
sexual assault and making indecent
images of children. FULL STORY

Sentence increased

RAPIST Olawale Hassan, who locked
a woman he met on a night out in
his car and attacked her has had his
sentenced increased. Hassan, 34, formerly of Falcon Avenue Grays, was
jailed for 10 years and two months
last October for raping a woman repeatedly in a car in Southend. READ
MORE

Row ends in murder

A MANn who ran over his friend following an argument in a pub has
been convicted of murder. Dean
Clark and Craig Garton had been
drinking in a pub in Little Clacton
and got kicked out for arguing. Garton had got into his van and drove at
41 year-old Dean. FULL STORY
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Fitting tribute to
dear pal Ewan
FIVE serving Essex Police officers are
putting their best feet forward next
month to help the family of a colleague who died suddenly and tragically.
In March 2020, PC Ewan Smith died
unexpectedly at the age of only 36.
He had been unable to attend work
due to a headache. Later that day he
suffered a sudden seizure and was
rushed to hospital.
Tragically, Ewan was found to have a
brain tumour, he never recovered
consciousness following the seizure
and died three days later.
Now his Essex pals have pledged to
walk 71.449 kilometres in 24 hours in
memory of Ewan. The unusual distance has a special significance because this was Ewan's collar number,
71449.
Ewan left behind wife, Natalie, their
sons, Austin, and twins Fletcher and
Franklin who were aged five and one
at the time. Along with Natalie and
the boys, Ewan's parents and three
sisters have been left heartbroken by
his death.
Almost a year on and his team
mates, Detective Sergeant Charlie
Cronin, PC Andy Gore, PC Dave
Roberts, DC Karen Bryant and PC
Charlotte Vale will be walking more
than 70 kilometres in 24 hours to
raise funds for Ewan's family.
"Ewan's death came as a complete
shock to us all" said DS Charlie
Cronin, who is the team's sergeant at
Grays. "He was a fit and healthy
young man, who had even recently
taken part in a charity boxing event.
"We've been wanting to do something as a team to honour Ewan's
memory, and due to the coronavirus
pandemic, we weren't able to attend
his funeral or arrange anything
special.

"None of us are athletes, but we
wanted to do something that would
be a challenge and somehow involve
Ewan, which is why we chose this
walk with a distance that reflected his
police collar number. ."
At the beginning of May, Covid-19
regulations permitting, the five officers will begin their walk in Ewan's
home town, Southend, walking to
Grays Police Station, where they
worked together, and then heading to
Chelmsford, where Ewan served as a
police officer, finishing their challenge
at Essex Police Headquarters.
The team have so far raised more
than £4000 for Ewan's family, having
originally set out to raise £2500.
Incorporating all the training the
five officers will have done and the
walk itself, the team will have walked
a total of approximately 2200 kilometres - the equivalent distance from
Essex Police Headquarters to Athens
in Greece.
On hearing about what Ewan's colleagues were planning in memory of
her late husband, Ewan's wife, Natalie,
said: “I am so touched by the thought
Charlie and the team have put in to
this and I know that Ewan would have
loved the idea.
“ Incorporating Ewan's police collar
number and the areas where he lived
and worked in the walk makes it very
personal and special."
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BITCOIN VICTIM

CO I N VI C T I M
S PAR KS F UR Y
FROM MARTI N

Martin Lewis in Bitcoin scam warning
BITCOIN has sparked fresh controversy after claiming that both Kate
Winslett and J K Rowling have spent a
small fortune investing in the cryptocurrency.
And it coincides with the news that a
woman appeared on the programme
alongside Holly Willoughby amd Phillip
Schofield to say she had lost £8,000 to
a cryptocurrency scam - something
that angerd Martin Lewis, the man behind the Money Saving Expert website.
To many celebrities have been used
to promote the currency but it is all
lies designed to entice new investors
into believing they can make a fortune.
In the past Deborah Meaden and
Peter Jones, two stars of the televison
programme Dragons’ Den, have gone
on record saying they have not invested
in Bitcoin and the statements are all
lies.
Martin Lewis threatened legal action
if the company continued to make the
same claims about him. Now he has
been left flabbergasted after hearing a
woman named Julie appeared on Good
Morning Britain to explain how she lost
8,000 to what she believed was a Bitcoin scheme. In fact it was a scam.
Martin, who appeared on the programme for the phone-in, heard that
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Julie said she decided to invest after
seeing an advert online prompting Martin to interrupt straight away stating:
"Let me stop you there.
A warning to anybody out there, you
do not buy Bitcoin from adverts online."
He also went on to say that any Bitcoin ads that featured a photo of himself or another celebrity.
He told Julie she was "very brave" for
calling as she explained: "Every time I
was saying 'how do I go about getting
money out', they said 'well, you can
earn more money on this..."
She also said she did seek help from
her bank and they warned her "every
time I took a transaction out," but she
chose to ignore it.
Martin said: "It is very dangerous. It is
psychological. These people are brilliant,
if only these ... not the b word, if only
these horrible people could use their
skills for something productive.
“Almost every advert for Bitcoin or
cryptocurrency on these types of sites
are scammers trying to get your
money.”
He advised Julie to speak to the Citizens Advice's scams team but said it
was likely she had lost the money she
had spent already.

After the segment, Martin went to
Twitter to say: “That was devastating
This Morning phone in. A warning for
you all. A poor woman having a tough
time, thought she was investing in Bitcoin, but they were scammers.
“Even her card firm warned her, but
she was in too deep. I stopped myself
saying b******s on air, but they are
b******s."
NOTE: Martin’s charity, The Money
and Mental Health Policy Institute, has
found that people with mental health
issues are three times more likely to
have been scammed in comparison
with the rest of the population.
A survey of 2,000 adults across the
UK also found that people with mental
health problems are twice as likely to
feel under pressure to spend whenever
they go online (22% versus 11% of
those without a mental health problem).
A separate survey found that people
agree that pushy, personalised notifications and adverts drive them to spend
more than they can afford to online.
People with mental health problems
are twice as likely to say that easy access to credit online has led them to
spend more than they could afford
(46% versus 24%).

communitywatchpublishing@gmail.com 11

INVESTMENT SCAMS

Investment opportunities can bring big rewards...

Temptation
can end in
heartache

Take our advice
HSBC UK said warning
signs of a scam could be:
! If a company contacts
you out of the blue, either
by phone call, text message, email, post or a person knocking on your door.
! They pressure you into
making a quick decision, for
example, by saying it is a
limited- time offer.
! The contact details are
only mobile phone numbers or a PO box address.
! You are offered a high return on your investment,
but are told it is low risk. If
it seems too good to be
true, it probably is.
! HSBC said if it is a cryptocurrency investment,
make sure you understand
the offer and how the investment works before
handing over any money.
! Your investment account
should be held with an independent, third party custodian that is regulated and
monitored by regulatory
agencies. Avoid giving custody and possession of invested capital to the
investment manager.
! Think twice about investment strategies explained
with sophisticated terminology and fancy phraseology instead of commonly
used words.

INVESTMENT scams are a problem faced
by every bank with millions lost each year
to clever and sophistcated fraudsters.
Customers of HSBC UK alone lost
over £18m to fraudsters posing as legitimate providers last year. And this is just
the tip of the financial iceberg.
HSBC warns that adverts may look like
genuine offerings from a bank or financial
services provider, and fake cryptocurrency investment schemes are also an
issue, the bank said.
Fraudsters target people by email, social media or phone and also set up convincing web pages to trick victims into
transferring money.
Sometimes they may use the name, registration number and address of an authorised firm, or even clone their website,
to promote an investment opportunity.
The new tax year started on April 6,
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and this is when investors may be looking
for new opportunities and the criminals
looking for new victims.
HSBC UK customers who were tricked
into transferring money to investment
scammers each lost £19,728 on average
in 2020.
The bank said it follows practice standards to prevent financial crime and
where it identifies a potentially fraudulent
payment or scam it takes action
immediately.
James Hewitson, head of wealth management at HSBC UK, said: “We’re aware
that fraudsters have used and are continuing to use the Covid-19 pandemic to
take advantage of people who may be in
an anxious state and facing financial difficulty.
Continued on page 13

T: 01268 566743 M: 0795875392

INVESTMENT SCAMS

...but they can also cost you your life savings

From page 12
“Customers may see an advert on the web or on social
media for an investment scheme that promises low risk for
high returns.The general rule is that if an offer seems too
good to be true, it probably is.
“Customers can confirm a company is authorised by checking the FCA (Financial Conduct Authority) website or contacting their bank if they’re unsure about an investment.
“As a responsible provider we will never contact an individual out of the blue about a bond and we only process such investments with a personal appointment.”
Older people may be particularly vulnerable to losing high
amounts to investment scams, as they can access large cash
lump sums from their pension pots.
In one case dealt with by the bank, a 76-year-old customer
visited a London branch to transfer money to the United
States.
Through a conversation with the customer it was clear
that the customer had only known the firm for a very short
period of time and was uncertain about what he was investing in.
He had transferred £744 the week before but had now decided to send his entire savings, £70,000, to the company.
The branch manager reviewed documents the customer had
provided about the investment and became even more concerned.
The police attended the branch to talk to the customer and
it was confirmed that the firm had been previously flagged for
fraudulent activity.The customer was advised the payment
should not be made.
The “whack-a-mole” approach to protecting people from
fraud when they are searching the internet is not working,
Which? has warned.
The consumer group said tech giants, banks, regulators and
the Government must all do much more to stop victims from
facing the devastating consequences of scams.
Fake ads can remain live for weeks, even after public warn-
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ings about them have been issued,Which? said.
It found dozens of investment comparison websites advertising on Google or Bing that were already on the Financial
Conduct Authority (FCA) warning list or soon would be.
It said this suggests significant flaws in the monitoring
processes used by search engines.
Fraudsters are looking to exploit the uncertainty and confusion caused by the coronavirus crisis – resulting in a perfect
storm for scams
Which? said it had found three websites that were up and
running despite using a phone number known to the FCA –
highlighting that the “whack-a-mole” approach to tackling the
issue is not working.
Which? analysis of Action Fraud figures suggests around
£3,234 is being reported lost to scams every minute..
The consumer group said much of the recent growth in
scams has been fuelled by criminals shifting their activities online, whether offering bogus get-rich-quick schemes on social
media or fake finance firms promising enticing returns.
Rogue investment websites may sometimes continue operating by simply changing their web addresses and using
Google or Bing to re-advertise, it added.
The consumer group said much of the recent growth in
scams has been fuelled by criminals shifting their activities online, whether offering bogus get-rich-quick schemes on social
media or fake finance firms promising enticing returns.
Which? analysis of Action Fraud figures suggests around
£3,234 is being reported lost to scams every minute. Many
scams also go unreported.
Average losses to “clone” scams, those using websites that
replicate legitimate firms, amount to £45,000 – but Which?
said it has heard from victims who have lost six-figure sums.
A survey of more than 200 investment scam victims found
around four in 10 (39%) were targeted by methods such as
email, search engines and adverts on social media or elsewhere online.
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WEBSITE SAFETY

DON’T GET HACKED OFF
BY NOSEY CRIMINALS
HOW safe are your social media sites?
That’s the question being asked after it
was revealed 15,000 accounts were infiltrated by criminals in the past year.
Residents are being recommended
to secure their social media and email
accounts to prevent being hacked.
Action Fraud, the national reporting
centre for fraud and cyber crime, received 15,214 reports of email and social media hacking between February
2020 and February 2021 – 88 per cent
of which were from individuals who
had their personal accounts compromised by criminals.
The City of London Police’s National
Fraud Intelligence Bureau (NFIB),
which assess the reports received by
Action Fraud, says almost a quarter of
victims (23%) were aged 20 to 29.
While organisations, such as limited
companies, sole traders and charities,
only made 1,741 reports of hacking,
they reported losing £3.8 million to
these crimes compared to the
£283,500 lost by individual victims.
When analysing historic data, the
NFIB found that during the financial
year 2019/20, Facebook, Instagram and
Snapchat were the most reported platforms on which people had their social
media accounts compromised.
Compromised Facebook accounts
were commonly used to facilitate fraud,
whereas compromised Instagram accounts were often used to obtain intimate images of the account holder.
Similarly, compromised Snapchat accounts were often used for blackmail

offences, such as sextortion.
The NFIB say the most common tactic criminals use to facilitate hacking offences is phishing messages, where
recipients will be asked to click on a
link which is designed to harvest their
log in details and passwords.
Other phishing messages may include
a malicious attachment which can lead
to people’s devices becoming infected
with malware.
One victim who had multiple email
and social media accounts hacked paid
over £2,000 to regain access to them.
Another victim reported that their
hacked Facebook account was used to
trick their friends into sending money
to a PayPal account they thought belonged to them.
One organisation had their business
account on Instagram hacked. The organisation was extorted for money in
order to regain access to the account,
but once the organisation had paid the
initial demand, the suspect continued
to demand more money.
The impact of having social media or
email accounts compromised isn’t just
financial. Research conducted by the
NFIB found that victims said having
their account compromised had a significant or severe emotional impact, as
intimate photos and private details
were exposed.
How to protect yourself and keep
your accounts secure
! Use a strong and separate password to protect your email.You should
also protect your other important ac-
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counts, such as banking or social
media.
! Enable two-factor authentication (2FA). It will help to stop hackers
from getting into your online accounts,
even if they have your password.
! Be cautious of social media messages asking for login details or authentication codes, even if they appear to
be from someone you know.
! If you can't access your account,
search the company's online support
or help pages.You'll find information
about how to recover your account.
You can report suspicious emails you
have received but not acted upon, by
forwarding the original message to report@phishing.gov.uk. You can report
suspicious texts you have received but
not acted upon, by forwarding the original message to 7726, which spells
SPAM on your keypad.
What to do if your account has
been compromised
! If you cannot access your account as
it has been compromised, follow
the NCSC’s guidance on how to recover a compromised account.
! If a demand for payment is made, do
not pay any money to the suspect in
order to regain access to your account.
It’s likely the suspect will continue to
demand more money instead of giving
you control of your account back.
! If you have paid any money, contact
your bank immediately and report it to
Action Fraud online at actionfraud.police.uk or by calling 0300 123 2040 as
soon as possible.
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